EFFICIENT ADDITIONS AND
MONTGOMERY REDUCTIONS OF LARGE
INTEGERS FOR SIMD




INTRODUCTION

Large prime field arithmetic (e.g. 511-
bit) is used by many post-quantum

cryptography.

We want to optimize for ARM and x86.

We want to use SIMD for optimization.



SIMD INSTRUCTION LATENCY
COMPARISON

Tigerlake [1] ABG4FX [2]

Instruction set X64 AVX-512 Ab64 SVE

Vector length - 512 bit - 512 bit
Integer multiplication support ~64-bit ~52-Dbit ~64-Dbit ~64-Dbit
Addition latency 1 cycle 1 cycle 1 cycle 4 cycles
Integer multiplication latency 3 cycles 4 cycles 5 cycles 9 cycles
(Input size ->Output size) 64-bit->128-bit  52-bit->52-bit  64-bit->64-bit 64-bit->64-bit
Table lookup latency - 3 cycles - 6 cycles

[1]! ®C23AsaLyadNHzOGA2y Gl 0f SaY[ Aal 2-dargfignibnakdowns @nfriel, { é_!}%h\ IQ‘;T{LLLJC[EIQQ L@ﬁ‘?&%@é’?% Y7\°E
la5 FyR *L! /t!&a OHAMHOZE for the easiest type of instruction
[2] AB4FX Microarchitecture Manyatujitsu, 2022, revision 1.8.1.



WHAT WE DID

Proposal 1: A SIMD addition algorithm for SVE

Proposal 2: An optimized algorithm for Montgomery
reduction for SIMD by reducing data dependency

Proposal 3: A Montgomery reduction algorithm for
specific prime field to utilize Karatsuba method
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LARGE INTEGER ADDITION FOR SVE




ADD WITH CARRY (1)

E.g. Calculating ¢ ma ¢ X Y w




ADD WITH CARRY (2)

E.g. Calculating ¢ ma ox pw Cary—>

Addition:

0 w° pg

Sum —>

o N

~N O

o N B

N O W



ADD WITH CARRY (3)

E.g. Calculating ¢ ma ox pw Cary—>
Addition: o % pc
Add-with-carry: ¢ ¢ p© pp sum ——

Carry-In (C;,) Carry-Out (C,)

~N O -

=l N



ADD WITH CARRY (4)

E.g. Calculating ¢ ma ox pw Cary—>
Addition: o % pc
Add-with-carry: ¢ ¢ p© pp Sum ——

/'

Carry-In (C;,) Carry-Out (C,)

Add-with-carry: m X PO my
Add-with-carry: ¢ ¢ 1O Tty

Ol N O

OIN O -

=l N



LARGE INTEGER ADDITION 0 Z (1) ;
+ 6 7 8
0 8 8 1
SISD SIMD, naive way
Addition:. o w©° pc Addition: ¢|m¢lo @ XPIO TISTPTIPC

Additional instruction requirec;l/

Add-with-carry: ¢ Y pO ppl AAddition: Yx|mc TpPITC TSSO
Add-with-carry: m x p° mp AAddition: YlYlplc T TSUSTSTC
Add-with-carry: ¢ ¢ T1° 1t AAddition: YlYlplc TTEETC TUSUSTSTC

More instructions and dependency Q



CARRY SELECT ADDER]3]

A hardware implementation of addition in
parallel.

How to select efficiently?
Our idea: select it by a smaller addition
(Explained in next page).

[3] Bedrij, O. J. (1962). Carry-select adder. IRE
Transactions on Electronic Computers, (3), 340-346.

16-bit addition

0000: 1111: 1111

+ 0000. 000O. 1111.

1111
0000

C,=0 00000 01111 11110
C,=1 00001:10000: 11111

. 01111
* 10000

Select 2777+ 2777+ 27277-

In hardware: Select by carry-
lookahead

2777



16-bit addition

0000: 1111: 1111 1111

¥ 0000 0000 1111 0000

OUR IMPLEMENTATION (1) C,=0 00000 - 01111 - 11110 - 01111
C,=1 00001 :10000: 11111 10000

Case N - P. G. P

Select 27?22 29?2: 2222: 9277

How to select? Calculate a smaller addition

Conversion;:
Case N: 0 T
Case P: 0 o)

Case G: 0 )



16-bit addition
0000+ 1111+ 1111+ 1111

+ 0000 0000. 1111 0000
OUR IMPLEMENTATION (2) C,=0 00000 - 01111 - 11110- 01111
C,=1 0000110000 11111 10000
Case N - P. G. P
Select 2?22+ 2272+ 2222 2277
" @)
How to select? Calculate a smaller addition o
<
Conversion: 3
Case N: 6 MO M 4-bit addition S
Case P: 0 0 Op m (:)
w +

Case G: 0 PO pmp



16-bit addition
0000+ 1111+ 1111+ 1111

+ 0000 0000 1111: 0000
OUR IMPLEMENTATION (3) C,=0 00000 - 01111 - 11110- 01111
C.=1 00001 ‘10000 11111 : 10000
Case N . P. G . P
Select 27?7+ 2272+ 2227- 2727
.. O
How to select? Calculate a smaller addition o
<
Conversion: 3
Case N: 6 no T Tt 4-bit addition 5
Case P: 0 0 Op m (:)
W +
- A @) e ——
CaseG:. 0 PO pmp Sum () 1 0 0 1



16-bit addition
0000+ 1111+ 1111+ 1111

+ 0000 0000 1111 0000
OUR IMPLEMENTATION (4) C,=0 QDOJD - 01111- 11110- 01111
C,=1 00001 :10000: 11111 : 10000
Case N . P. G . =
Select 0001: 2?2?2727 2?7227 2727
" @)
How to select? Calculate a smaller addition o
<
Conversion: 3
Case N: 6 O Tt Tt 4-bit addition S
Case P: 0 0 Op m (:)
(6)) +
n X O
Case G:. 0 PO pmp Sum ()
C,,=0 60
Y @ @ O bydefiniton,soé Y ® Cin=1 01



16-bit addition
0000+ 1111+ 1111+ 1111

+ 0000 0000. 1111 0000
OUR IMPLEMENTATION (5) C,.=0 oooooE 03417 - 111105 01111
C.=1 00001 :10000: I#¥0 : 10600
Case N . P. G- P
Select 0001- 0000 1110+ 1111
How to select? Calculate a smaller addition g
Conversion: é
Case N: 0 O T T 4-bit addition S
Case P: 0 0 Op ™ (:)
%% W +
Case G: O PO pmp Sum (Y)
C,.=0 @0 >61 10 O1
Y @ @ O bydefiniton,soé Y ® Cin=1 01 10 >t >%

No dependency between words. e



lebit addition
0000112111%11111

+ 000.0000011L10000
Ci50 000 0@l 1111M1111
Ciwl 00 0 010 0 0, Q<[ 1; 1060 0

REAL IMPLEMENTATION Case N P @B P

Sel e®0010000111°01111

ON SVE \
4bit addition
/A How to convert with SVE? 64-bit example. \ o
Sunig 1 0 0 1 -
64-bit nnn 04-bit 512-bit addition Ci 70 @ >61 10 01
; Conversion ; o AR

8-bit smaller addition for each 64-bit word

Table lookup

el =2 FeRsiiel  One 64-bit addition

True/False True/False Selector

Result nnn Result e



OUR IMPLEMENTATION
HOW WE CONVERT

16-bit addition
0000+ 1111+ 1111+ 1111
+ 0000 . 0000. 1111. 0000

C,=0 0060 - 0[L - 11110- 01111
C,=1 00001 : 10000 : I1¥¥( : 10600

Case N - P. G. P
64-bit example. Select 0001: 0000+ 1110+ 1111
CaseN |CaseP Case G Algorithm
0 M M 0 G; < popcnt(D;)
6 C 0 > m; < (D; < A;)
0 b6 6 C 0 . t; « mADD(G;, 65, m;)
O NENEdo ®O PT M
a O 0 False False True o “Yi dda¥ O ¢vu
0O a6 00y i @0 T T T T @U 0addad o
N pwp pwp pwp
i 0 N CULT CuLUVUL CL O @
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GENERIC MONTGOMERY
REDUCTION




MODULAR MULTIPLICATION

Naive EY & & ’ﬁ] Montgomery multiplication
Using REDC (next page).

Costly division.

i)

No division Q
—{ 06

i

E3=>[08 8] %]
- REDC
Division 23 O [66(1 € ’ﬁ}
Y a € Q
B6atq | [ ] P— —
[o 0d € Q] (20 )




Word length
\

GENERIC - — . :
Algorithm EX|st|ngGenerlcRedc\Genenc Mont-
MONTGOMERY gomery reduction

REDUCTION([4] Input: 7' < pR, wherep<2wn,r=2w,m

r—1, R~ are positive integers such that
rr~' =1 mod p, RR™! =1 mod p, a‘m

-1
P < % For the selected R
Output: IREDC (T) =TR ! mod p I
1 TO) T
for . =1 to n do

2
3 | QT Yp' modr Calculate this
¢ | IO« (TCD+Qp)/r
5
6

end
if 7™ > p then
7 | T+ TM —p

(n)
s ¢ 8RR N
1K2dzli GNRFf RADGAAAZYSE




GENERIC
MONTGOMERY
REDUCTION

Algorithm EXxistingGenericRedc: Generic Mont-
gomery reduction
Input: 7' < pR, where p < 2™, r = 2% R = 2%",
1, R~ are positive integers such that
rr~' =1 mod p, RR!'=1 mod p, and
p — rr— -1
Output: REDC(T) TR ! mod p
1 TO T
2 for: =1 ton do
3 — Ty mod r
i ot e R

nd

5

6 if 70U > p then

7|| T «T™ —p YOO®Y Y Y a¢Q
8 return J




GENERIC
MONTGOMERY Algorithm EXxistingGenericRedc: Generic Mont-
REDUCTION gomery reduction
DEPENDENCY Input: T < pR, where p < 2%™,r = 2¥ R = 2%™,
1, R~ are positive integers such that
rr~' =1 mod p, RR!'=1 mod p, and
p — rr— -1
Output: REDC(T) TR ! mod p
1 TO T
for : =1 to n do i
Q « TGy mod r Y °u

~

2
3
4 TG « (TG-D 4 Qp)/r 0
5
6

end
if 7™ > p then Data dependency )
7 ‘ T(n)<—T(n)_p 5O Yy 0oy OEOQ{JoOvy

$ return 7™




X64/A64

Time

AVX-512/SVE

Naive

PROBLEM OF DEPENDENCY

2 forz=1ton do
3 Q +— 70—y’ mod r = ' el
: - nou arallelism
¢ | IO« (16D 1+ Qp)/r P
5 end
>
1950 O->TV 0->TV 50 0->T? 0->T?
0->TY 0->T9 0->T? 0->72
Q _ >T(1) Q _ >T(1) Q _ >-|—(2) Q _ >-|-(2)
0->TD 0->TY 0->T? 0->T?
T9_50 0->TY 50 Q->7?
Q->TY Q->T?

Just an illustration, not real ratio!
Additions are omitted for simplicity




Less parallelism

PROBLEM OF DEPENDENCY

Due to less instruction needed

X64/A64

AVX-512/SVE

Naive

for i =1 to n do

TG (76D + Qp)/r

2
3 Q +— 70—y’ mod r
4
5

Just an illustration, not real ratio!
Additions are omitted for simplicity

end
[ >
1950 0->TO 0->TO ™ 50 0->T? 0>T?
Q _ >T(1) Q _ >T(1) Q _ >-|—(2) Q _ >-|-(2)
Q _ >T(1) Q _ >T(1) Q _ >-|—(2) Q _ >-|-(2)
0->T 0->T 0->10 0->T0
1950 Q- >T" 50 0>T®
Q- >T" 0>T°




X64/A64

Time

AVX-512/SVE

Naive

PROBLEM OF DEPENDENCY

2 forz=1ton do
3 Q +— 70—y’ mod r
4 | TO — (TCD 4+ Qp)/r
5 end
>
50 0->T® 0->T ™50 Q-1 0->T®
0->T® 0->T® 0->T® 0->T®
0->T® 0->T® 0->T® 0->1®
Q- >T" 0 >T" Q>0 Q>0
1950 0->T 20 0->T°
0->T 0->1°

Just an illustration, not real ratio!
Additions are omitted for simplicity

More instruction needed

than x64/A64




OUR PROPOSED REDC(T) WITH LESS

DEPENDENCY
Since
Y oi d T1AGABADO
Then
YOQoy k Y Ol
K Ol a € ﬁ Dependency free

However, we wantY O'Qi6Y n




OUR PROPOSED REDC(T) -

CONTINUE
Since
Y oi m 1ABGAADO
Then
YOOy k 'Y Oi Yo o
K Ol e ni
K I Ol (Ge@Q) o1



OUR PROPOSED REDC(T)
ILLUSTRATION

Last two iterations are the same

Naive Proposed method
tvw te6 t5 T4 3 t2 t1 1o t7 te t5 W4 3 t2 t1 to
SN R [ P S 4 éqQ
+ pP*xQ1 . + rixtr
+ pxQ2 + pxQ2
pPxQ3 + pP*xQ3
Result 0 0 Result 0




X64/A64

AVX-512/SVE

Naive

Proposal 2

HOW IT WORKS

TO_S Q Q- ST Q- ST TS Q Q- >T@ Q- >T@
Q- >TD Q- >Td Q- >T@ Q- >T®
Q- >T7D Q- >TD Q- >T® Q- T
Q- >TD Q- >TD 0- >T@ 0- 7@
TO.S Q Q- ST TS Q Q- >T@
Q- ST Q- >T@

Broadcast to

Multiplication for to

Broadcast t1

Multiplication for to

Multiplication for t1

Multiplication for t1

Both steps have enough parallelism
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REDUCTION FOR
MONTGOMERY-FRIENDLY PRIME

...




MONTGOMERY

REDUCTION Algorithm EXistingGenericRedc: Generic Mont-
SPECIAL gomery reduction

CASE[5] Input: T < pR, where p < 2°",7 = 2°, R = 2°7,
r~1, R~1 are positive integers such that
rr~1=1 mod p, RR™' =1 mod p, and
P =le—n  pifnk paé®

Output: REDC(T) = TR ! mod p
1 TO) T
for :=1to n do
Q T(":_l)p’ mod r € o Y aén

2

3

o | TO (76D 4 Qp)/r

5 end K
6

if 7(") > p then Replace p with p+1
o 7 | TWTM —p
- & G $ nwgturn T

VEWFERT GRS

OKI y3S LINRG202f X
®/ 2 Y LJdz( S N& @



Algorithm ExistingSpecificRedc: Montgomery re-
MONTGOMERY duction with A-Montgomery-friendly modulus [27]
REDUCTION Input: p < 2", r =2 R=2""T <pR,1 <m<

SPECIAL A such that p mod r™ = —1, Ay « |wn/m],
CASE[5] Ao ¢ (w-n) mod m, and M <« (p+ 1)/2*%.

Output: 7R~! mod p

TO T

for i < 1 to \o do

Q « T0~D mod 2m

T(z‘) — L(T(i—l) + 2}\-/2m-wJ

end .
. Q by M | arge multip
if \j # 0 then To accelerate with Ka
Q + T mod 2%«

T()\0+1) — {(T(Ao) _|_2A.wQ. M)/ZAEJ'“"J
end

10 if 7o+ > 5 then

11 | T (ro+1) . T (Xo+1) —p

12 end
13 return 7 (Cot1) @

= W N =

e e B N |




MONTGOMERY-FRIENDLY

REDUCTION 1 CALCULATION FLOW

T15 T14 713 1712 T11 T1I0 T9 T8 T/7 T6 T5 T4 T3 T2 T1 T0O

!
i FxQO ! Qo
+ FxQ1 ! Q1
+ FxQ2 | Q2
+ FxQ3 | 03
+ FxQ4 ! Q4
i FxQ5 ! 05
+ FxQ6 l 06
FxQ7 Q7
Result
Special case:
n ¢O p

0 ¢

E.g.n G
‘O 0 (4word)



MONTGOMERY-FRIENDLY
REDUCTION 1 CALCULATION FLOW

T15 T14 713 1712 T11 T1I0 T9 T8 T/7 T6 T5 T4 T3 T2 T1 T0O

+ FxQO0 ! Qo
+ FxQ1 ! 01
= pe——1— | Q2

+ FxQ3 | | 03

+ FxQ4 vQ4
+ | FxQ5 | (e} 4% 3 multiplication, x
+ | FxQ6 | } Q6

FxQ7 Q7 4x 2 multiplication,

ReSult |

o«

E. q. C o ph ¢

3 word

4 word
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T15 T14 713 1712 T11 T1I0 T9 T8 T/7 T6 T5 T4 T3 T2 T1 T0O

|
Q

N

4x 4 multiplication,
Can use Karatsuba to accelerate.

0 is only dependent on 0

Can be calculated ahead with one multiplication.

+ FxQO !
+ FxQ1 ! Q1
o FxQ2 | Q2
+ | FxO3 IR
[ FX (4 e ~
i FxQ5 I Q5 .
+ FxQ6 ! 06
FxQ7 Q7
Result |
E.g. 0 G o oh
O o

C

0

h

Y (COaE DD 6 ¢ D)






Using 511-bit general prime

CTIDH-511 WITH PROPOSED METHOD
ON SVE

ARMG64][6] SVE Speedup
Runtime Runtime

(cycles) (cycles)

Addition 16.07 13.72 1.17x
Proposal 1

Montgomery Multiplication 406.98 258.96 1.57x
Proposal 2

CTIDH[7] Action 316,308,64C 242,948,411 1.30x

Proposal 1+Z
Benchmarked with A64FX@2.20GHz on Wisteria BDEC/01 (Odyssey) at U-Tokyo

[6]. Jalali, A. et al. (2019). Towards Optimized and Constant-Time CSIDH on Embedded Devices. In: Polian, 1., Stéttinger, M. (eds)
Constructive Side-Channel Analysis and Secure Design. COSADE 2019. Lecture Notes in Computer Science, vol 11421.
Springer, Cham.

[7]. Banegas, Gustavo, et al. (2021). CTIDH: faster constant-time CSIDH. IACR Transactions on Cryptographic Hardware and
Embedded Systems



