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INTRODUCTION

Large prime field arithmetic (e.g. 511-
bit) is used by many post-quantum 
cryptography.

We want to optimize for ARM and x86.

We want to use SIMD for optimization.
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SIMD INSTRUCTION LATENCY 
COMPARISON

Tigerlake [1] A64FX [2]

Instruction set x64 AVX-512 A64 SVE

Vector length - 512 bit - 512 bit

Integer multiplication support ~64-bit ~52-bit ~64-bit ~64-bit

Addition latency 1 cycle 1 cycle 1 cycle 4 cycles

Integer multiplication latency

(Input size ->Output size)

3 cycles

64-bit->128-bit

4 cycles

52-bit->52-bit

5 cycles

64-bit->64-bit

9 cycles

64-bit->64-bit

Table lookup latency - 3 cycles - 6 cycles

High instruction latency even 

for the easiest type of instruction
[1] !ΦCƻƎΣάLƴǎǘǊǳŎǘƛƻƴǘŀōƭŜǎΥ[ƛǎǘƻŦƛƴǎǘǊǳŎǘƛƻƴƭŀǘŜƴŎƛŜǎΣǘƘǊƻǳƎƘǇǳǘǎŀƴŘ ƳƛŎǊƻ-operation breakdowns for Intel, 
!a5 ŀƴŘ ±L! /t¦ǎ όнлмнύΣέ
 [2] A64FX Microarchitecture Manual, Fujitsu, 2022, revision 1.8.1. 
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WHAT WE DID

Proposal 1: A SIMD addition algorithm for SVE

Proposal 2: An optimized algorithm for Montgomery 

reduction for SIMD by reducing data dependency 

Proposal 3: A Montgomery reduction algorithm for 

specific prime field to utilize Karatsuba method
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PROPOSAL 1
LARGE INTEGER ADDITION FOR SVE
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ADD WITH CARRY (1)

ÅE.g. Calculating ςπςσ φχψω
2 0 2 3

+ 6 7 8 9
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ADD WITH CARRY (2)

ÅE.g. Calculating ςπςσ φχψω

ÅAddition: σ ωO ρς

1

2 0 2 3

+ 6 7 8 9

2

Carry

Sum
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ADD WITH CARRY (3)

ÅE.g. Calculating ςπςσ φχψω

ÅAddition: σ ωO ρς

ÅAdd-with-carry:  ς ψ ρO ρρ

1 1

2 0 2 3

+ 6 7 8 9

1 2

Carry

Sum

Carry-In (Cin) Carry-Out (Cout)
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ADD WITH CARRY (4)

ÅE.g. Calculating ςπςσ φχψω

ÅAddition: σ ωO ρς

ÅAdd-with-carry:  ς ψ ρO ρρ

ÅAdd-with-carry:  π χ ρO πψ

ÅAdd-with-carry:  ς φ πO πψ

0 0 1 1

2 0 2 3

+ 6 7 8 9

0 8 8 1 2

Carry

Sum

Carry-In (Cin) Carry-Out (Cout)
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LARGE INTEGER ADDITION

ÅSISD

ÅAddition: σ ωO ρς

ÅAdd-with-carry:  ς ψ ρO ρρ

ÅAdd-with-carry:  π χ ρO πψ

ÅAdd-with-carry:  ς φ πO πψ

0 0 1 1

2 0 2 3

+ 6 7 8 9

0 8 8 1 2

ÅSIMD, naïve way

ÅAddition: ςπςσ φχȿψȿωO πψȿπχȿρπȿρς

ÅAddition: ψχπς πρȿρȿπO πψȿπψȿπρȿπς

ÅAddition: ψψρς ππȿπȿπO πψȿπψȿπρȿπς

ÅAddition: ψψρς ππȿπȿπO πψȿπψȿπρȿπς

Additional instruction required

More instructions and dependency
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CARRY SELECT ADDER[3]

ÅA hardware implementation of addition in 

parallel.

ÅHow to select efficiently?

ÅOur idea: select it by a smaller addition

  (Explained in next page).

16-bit addition

0000 1111 1111 1111

+ 0000 0000 1111 0000

Cin=0 00000 01111 11110 01111

Cin=1 00001 10000 11111 10000

Select ???? ???? ???? ????

[3] Bedrij, O. J. (1962). Carry-select adder. IRE 

Transactions on Electronic Computers, (3), 340-346.

In hardware: Select by carry-

lookahead

11



OUR IMPLEMENTATION (1)

ÅHow to select? Calculate a smaller addition

ÅConversion:

ÅCase N: ὅ π

ÅCase P: ὅ ὅ

ÅCase G: ὅ ρ

16-bit addition

0000 1111 1111 1111

+ 0000 0000 1111 0000

Cin=0 00000 01111 11110 01111

Cin=1 00001 10000 11111 10000

Case N P G P

Select ???? ???? ???? ????
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OUR IMPLEMENTATION (2)

ÅHow to select? Calculate a smaller addition

ÅConversion:

ÅCase N: ὅ πO π π

ÅCase P: ὅ ὅ ᴼρ π

ÅCase G: ὅ ρO ρ ρ

16-bit addition

0000 1111 1111 1111

+ 0000 0000 1111 0000

Cin=0 00000 01111 11110 01111

Cin=1 00001 10000 11111 10000

Case N P G P

Select ???? ???? ???? ????

4-bit addition

ὥ 0

ὦ + 0

C
o
n
v
e
rs

io
n
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OUR IMPLEMENTATION (3)

ÅHow to select? Calculate a smaller addition

ÅConversion:

ÅCase N: ὅ πO π π

ÅCase P: ὅ ὅ ᴼρ π

ÅCase G: ὅ ρO ρ ρ

16-bit addition

0000 1111 1111 1111

+ 0000 0000 1111 0000

Cin=0 00000 01111 11110 01111

Cin=1 00001 10000 11111 10000

Case N P G P

Select ???? ???? ???? ????

4-bit addition

ὥ 0 1 1 1

ὦ + 0 0 1 0

Sum (Ὓ) 1 0 0 1

C
o
n
v
e
rs

io
n
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OUR IMPLEMENTATION (4)

ÅHow to select? Calculate a smaller addition

ÅConversion:

ÅCase N: ὅ πO π π

ÅCase P: ὅ ὅ ᴼρ π

ÅCase G: ὅ ρO ρ ρ

ÅSelection: 

ÅὛ ὥ ὦ ὅ  by definition, so ὅ Ὓ ὥ ὦ

16-bit addition

0000 1111 1111 1111

+ 0000 0000 1111 0000

Cin=0 00000 01111 11110 01111

Cin=1 00001 10000 11111 10000

Case N P G P

Select 0001 ???? ???? ????

4-bit addition

ὥ 0 1 1 1

ὦ + 0 0 1 0

Sum (Ὓ) 1 0 0 1

Cin=0 00

Cin=1 01

S
e
le

c
ti
o
n

C
o
n
v
e
rs

io
n
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OUR IMPLEMENTATION (5)

ÅHow to select? Calculate a smaller addition

ÅConversion:

ÅCase N: ὅ πO π π

ÅCase P: ὅ ὅ ᴼρ π

ÅCase G: ὅ ρO ρ ρ

ÅSelection: 

ÅὛ ὥ ὦ ὅ  by definition, so ὅ Ὓ ὥ ὦ

ÅNo dependency between words.

16-bit addition

0000 1111 1111 1111

+ 0000 0000 1111 0000

Cin=0 00000 01111 11110 01111

Cin=1 00001 10000 11111 10000

Case N P G P

Select 0001 0000 1110 1111

4-bit addition

ὥ 0 1 1 1

ὦ + 0 0 1 0

Sum (Ὓ) 1 0 0 1

Cin=0 00 01 10 01

Cin=1 01 10 11 10

S
e
le

c
ti
o
n

C
o
n
v
e
rs

io
n
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REAL IMPLEMENTATION 
ON SVE

ÅHow to convert with SVE? 64-bit example.

512-bit addition

8-bit smaller addition for each 64-bit word

One 64-bit addition

8-bit

True/False

8-bit

8-bit é 8-bit

64-bit ההה 64-bit

ההה True/False

Conversion

ההה ResultResult

16-bit addition

1111111111110000

0000111100000000+

01111111100111100000Cin=0

10000111111000000001Cin=1

PGPNCase

1111111000000001Select

4-bit addition

1110ὥὭ

0100+ὦὭ

1001Sum (ὛὭ)

01100100Cin=0

10111001Cin=1

S
e
l
e
c
t
i
o
n

C
o
n
v
e
r
s
i
o
n

Selection

Table lookup

Selector
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OUR IMPLEMENTATION
HOW WE CONVERT

Å64-bit example.

16-bit addition

0000 1111 1111 1111

+ 0000 0000 1111 0000

Cin=0 00000 01111 11110 01111

Cin=1 00001 10000 11111 10000

Case N P G P

Select 0001 0000 1110 1111

Case N Case P Case G

ὃ π π ρ

ὄ ς ρ ρ

Ὀ ὃ ὄ ς ρ π

Ὃ ὴέὴὧὲὸὈ φσ φτ π

ά Ὀ ὃ False False True

ὸ άὃὈὈὋȟφυȟά φσ π φτπ π φυ

ὴ ρωρ ρωρ ρωρ

ί ὸ ὴ ςυτ ςυυ ςυφ
18

ὍὪ ά  ὝὶόὩȡ ὸN Ὃ φυ
ὉὰίὩȡ ὸN Ὃ



GENERIC MONTGOMERY 
REDUCTION
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MODULAR MULTIPLICATION

ÅNaïve

ÅCostly division.

ὃ

ὄ

ὃὄ

ὃὄ άέὨ ὴ

Division

ὃ

ὄ

ὃὄ
ὃ

ὄ

ὃὄ άέὨ ὴ

ὃὄάέὨ ὴ

Ὑ άέὨ ὴ

Ὑ άέὨ ὴ

REDC

REDC

Montgomery multiplication

Using REDC (next page).

No division
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For the selected R

Calculate this

GENERIC 
MONTGOMERY 
REDUCTION[4]

Word length ‫

[4] tΦ [Φ aƻƴǘƎƻƳŜǊȅΣ άaƻŘǳƭŀǊ 
ƳǳƭǘƛǇƭƛŎŀǘƛƻƴ ǿƛǘƘƻǳǘ ǘǊƛŀƭ ŘƛǾƛǎƛƻƴΣέ 
Mathematics of computation, vol. 44, no. 
170, pp. 519ς521, 1985. 21

Ὕ ὴὙ
ὴ Ὑ ὶ ς
Ὕ ḳὝὶ  άέὨ ὴ



Ὕ ᴺὝ ὶ  άέὨ ὴ

ὙὉὈὅὝ Ὕ Ὕὶ  άέὨ ὴ

GENERIC 
MONTGOMERY 

REDUCTION
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Ὕ ὴὙ
ὴ Ὑ ὶ ς
Ὕ ḳὝὶ  άέὨ ὴ



GENERIC 
MONTGOMERY 

REDUCTION
DEPENDENCY

Data dependency

ὗᴼὝ ᴼὗᴼὝ ᴼỄᴼὗᴼὝ

23

ὗᴼὝ

Ὕ ᴼὗ

Ὕ ὴὙ
ὴ Ὑ ὶ ς
Ὕ ḳὝὶ  άέὨ ὴ



PROBLEM OF DEPENDENCY

Just an illustration, not real ratio!

Additions are omitted for simplicity

Time

x64/A64

Enough parallelism

AVX-512/SVE

Naive

24
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PROBLEM OF DEPENDENCY

Just an illustration, not real ratio!

Additions are omitted for simplicity

Time

x64/A64

Less parallelism

Due to less instruction needed

AVX-512/SVE

Naive
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PROBLEM OF DEPENDENCY

Just an illustration, not real ratio!

Additions are omitted for simplicity

Time

x64/A64

More instruction needed

than x64/A64

AVX-512/SVE

Naive
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Since

Ὕ ὸὶȟὸ ὶ ÅØÃÅÐÔ ὸ

Then

ὙὉὈὅὝ ḳὙ ὸὶ

ḳ ὸὶ  άέὨ ὴ

However, we want ὙὉὈὅὝ ὴ

OUR PROPOSED REDC(T) WITH LESS 
DEPENDENCY

Dependency free
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Since

Ὕ ὸὶȟὸ ὶ ÅØÃÅÐÔ ὸ

Then

ὙὉὈὅὝ ḳὙ ὸὶ

ḳ ὸὶ  ὲὴὶ 

ḳὶ ὸὶ άέὨ ὴ σὴ

OUR PROPOSED REDC(T) - 
CONTINUE

Can be reduced

to πȟὴ easily

28

Ὑ ὶ



OUR PROPOSED REDC(T)
ILLUSTRATION

Ⱦὶḳ  άέὨ ὴ

Last two iterations are the same
29

Naïve Proposed method



HOW IT WORKS

Proposal 2

x64/A64

AVX-512/SVE

Naive

Both steps have enough parallelism 30



REDUCTION FOR 
MONTGOMERY-FRIENDLY PRIME
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MONTGOMERY 
REDUCTION

SPECIAL 
CASE[5]

ὴ ρif ὴḳ ρ άέὨ ὶ

ὗ Ὕ  άέὨ ὶ

Replace p with p+1

ώрϐΦ !Φ CŀȊπIŜǊƴŀ ȳƴŘŜȊΣ WΦ [ƻ ȳǇŜȊΣ 9Φ hŎƘƻŀπ
WƛƳŜ ȳƴŜȊΣ ŀƴŘ CΦ wƻŘǊ ȳƤƎǳŜȊπ IŜƴǊ ȳƤǉǳŜȊΣ ά! ŦŀǎǘŜǊ 
ǎƻŦǘǿŀǊŜ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ƻŦ ǘƘŜ ǎǳǇŜǊǎƛƴƎǳƭŀǊ 
ƛǎƻƎŜƴȅ 5ƛŦŦƛŜπIŜƭƭƳŀƴ ƪŜȅ ŜȄŎƘŀƴƎŜ ǇǊƻǘƻŎƻƭΣέ 
L999 ¢ǊŀƴǎŀŎǘƛƻƴǎ ƻƴ /ƻƳǇǳǘŜǊǎΣ ǾƻƭΦ стΣ ƴƻΦ ммΣ 
ǇǇΦ мсннςмсосΣ нлмтΦ 
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MONTGOMERY 
REDUCTION

SPECIAL 
CASE[5]

ὴ ρif ὴḳ ρ άέὨ ὶ

ὗ Ὕ  άέὨ ὶ

Replace p with p+1

[]é.

Q by M large multiplication, we want 

To accelerate with Karatsuba method, not easy
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MONTGOMERY-FRIENDLY 
REDUCTION ï CALCULATION FLOW

Special case: 

ὴ ςὊ ρ
Ὂ ς

E.g. ὴ ς σ ρȟὶ ς ȟ
Ὂ σ (4 word) 
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MONTGOMERY-FRIENDLY 
REDUCTION ï CALCULATION FLOW

4× 2 multiplication,

E.g. ὴ ς σ ρȟὶ ς ȟ
Ὂ σ  35

Q2, Q1, Q0

F

3 word

4 word×4× 3 multiplication,



MONTGOMERY-FRIENDLY 
REDUCTION PROPOSED METHOD

ὗ  is only dependent on ὗ
Can be calculated ahead with one multiplication.

4× 4 multiplication,

Can use Karatsuba to accelerate.

ὗ Ὕ Ὂ άέὨ ὶὗ άέὨ ὶ

E.g. ὴ ς σ ρȟὶ ς ȟ
Ὂ σ  36



RESULTS
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CTIDH-511 WITH PROPOSED METHOD 
ON SVE

ARM64[6]

Runtime 

(cycles)

SVE

Runtime 

(cycles)

Speedup

Addition 16.07 13.72
Proposal 1

1.17x

Montgomery Multiplication 406.98 258.96
Proposal 2

1.57x

CTIDH[7] Action 316,308,640 242,948,411
Proposal 1+2

1.30x

Benchmarked with A64FX@2.20GHz on Wisteria BDEC/01 (Odyssey) at U-Tokyo

[6]. Jalali, A. et al. (2019). Towards Optimized and Constant-Time CSIDH on Embedded Devices. In: Polian, I., Stöttinger, M. (eds) 

Constructive Side-Channel Analysis and Secure Design. COSADE 2019. Lecture Notes in Computer Science, vol 11421. 

Springer, Cham. 

[7]. Banegas, Gustavo, et al. (2021). CTIDH: faster constant-time CSIDH. IACR Transactions on Cryptographic Hardware and 

Embedded Systems

Using 511-bit general prime
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